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scheme between PKI and IBC
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Abstract: Exiting heterogeneous signcryption schemes which were between public key infrastructure (PKI) and identi-
ty-based cryptosystem (IBC) have some limitations. A new heterogeneous signcryption scheme between PKI and IBC
was proposed. In the random oracle mode, the scheme ensured confidentiality and unforgeability on the basis of the as-
sumption of computational Diffie-Hellman problem (CDHP), ¢g-Diffie-Hellman inversion problem (¢g-DHIP) and bilinear
Diffie-Hellman problem (BDHP). Simultaneously, the proposed scheme guaranteed unconnectedness and anonymity of
the ciphertext. Compared with other heterogeneous schemes, the scheme achieved two-way signcryption, and it generated pa-
rameters without restrict, which was suitable for actual situations. Simulation tests show that proposed scheme is feasible.
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@ Hiife,(Z,P)=e,(X +hQ,,P,),» WL,
WIS E s W% A RS L
3) IEMTE BT
IGHIE 1
w, =e,(N,S,)=e,(rx,P,P,,sH’(ID,))
= ey (1P, Py, 0,)" =€, (T,0,)" =
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3.2 IBC—PKI ZEZMBMEZIE

1) 2% ,1BC HH " BEIAW L m FEH S,
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AT Z ) 6

© RGN . AR NS0 ID.. CiB
17 IBC B AU A i ID, SN I FAH S, 38
S RIEL A

@ %M. ABANLm, KiLEHIFH
S, FEIE A O, o ABIXEEBERIELC. C
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F B B AR A i) RIS 2 ) o AE — AN T )
i, RORTH IS m F—MMRRCE I 8y ID, 45 C » C s
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NEL 0" (NREESEM B E 6™ ). WISt o (Hfi
B G RAARFT S L, F B ANk
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2] (b,b)=(b',b! ), WA BRI -

& SUTF A A 73 R AR 35 R Adv(A) =

, 3
|Hw:bv@:@}2h

BT R IEA PR, JFH IBC—PKI [RAL3 M.
IBC—PKI A ] Pk, BLA IBC—PKI % 3L
MRS X 1~5E X3 AL, SRR 2 R0 .
5 RENTUREEN T
51 ZREMSH
5.1.1 PKI—IBC ##L5% M

PKI—IBC [HL R T BDH AR, 2P 1
W T PKI—-IBC 255 J7 3 e WL 1 o

EIE 1 EBEHLIE AN, R4 IND-
CCA2 HF A BeAE N | ¢ 1, LA e I Fmits e X 1
RIERR (he 2 REREAT ¢, IR H) (1 =1,2,3) W\ g, IX
SR A g, AR, APk
CHEWTE t'<<t+(2q,+3¢q)t, BF I H, Lle'=

— & Ry BDH I, M, A%

Fe— PO 12 ST 7 IR I 1]

MERR Pk C il BEHL BDH )i S 451
< P,,aP,,bP,,cP, >, M HF I (P, P)" -
TR AN CIFRET . B3 1 1iFE
s

1) WIERH B iR ITAGIN, C B L2
ZHOF H &8 R % 2 8 (GG e,.P.H H,
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*1 AN AFESX#EK[6~8 TR ARER L. BEEURBIIEARELHITILR
TR WA
Ti % bk Epa|
IND-CCA2 EUF-CMA P Ak BT RE I mul exp mod pair

SUN-1 & & i é?‘ w 2 1 0 2 PKI—IBC

SUN-2 2 7 4 i 7 0 1 0 2 IBC—PKI

HUANG-1 2 2 & i 1 5 0 0 2 IBC—PKI

HUANG-2 2 2 2 i [ 6 0 1 0 IBC—PKI

LI-1 & & & é?‘ H 3 2 0 2 PKI—IBC
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